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Advanced Aerofoil Technologies, ; n",.TE FILED: /-:3 0- /3 
AG, a Swiss Corporation, Advanced 
Aerofoil Technologies, Inc., 
a Delaware Corporation, and Advanced 
Aerofoil Technologies, GmbH, a 
German Corporation, 

Plaintiffs, 
11 Civ. 9505 (ALC)(DCF) 

-against-
MEMORANDUM & 
ORDER 

Thomas Todaro, Anthony Chalder, 
Mark Tarby, as individuals, Advanced 
Engineering Technologies, Inc., a New Jersey 
Corporation, FLC Flowcastings, GmbH, a German 
Corporation, and Peter Konrad, Herve Flutto, 
Daniel Abbasi, Fabian Korb, Charles Byrd and 
Bernard Leonhardt, as individuals, 

Defendants. 

x 

ANDREW L. CARTER, JR., District Judge: 

I. Introduction 

On December 23,2011, Plaintiffs Advanced Aerofoil Technologies, AG, Aerofoil 

Technologies, Inc., and Advanced Aerofoil Technologies, GmbH (collectively "Plaintiffs" or 

"AAT") filed a Complaint against Defendants Thomas Todaro, Anthony Chalder, Mark Tarby, 

Advanced Engineering Technologies, Inc. ("AET"), FLC Flowcastings, GmbH 

("Flowcastings"), Peter Konrad, Herve Flutto, Daniel Abbasi, Fabian Korb, Charles Byrd, and 

Bernard Leonhardt (collectively "Defendants"). Plaintiffs allege Defendants conspired to steal 

confidential and proprietary information and technology during their employment with AA T and 

used that information to form Flowcastings, a competitor to AA T. 
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On March 8, 2012, Defendants filed their Motion to Dismiss pursuant to Fed. R. Civ. P. 

12(b)(1), 12(b)(2), and 12(b)(6). Plaintiffs filed their opposition on April 2, 2012, and 

Defendants submitted their reply on April 18, 2012. Plaintiffs' Motion for Leave to File First 

Amended Complaint is also pending before the Court. For the following reasons, Defendants' 

Motion to Dismiss is GRANTED. 

II. Background 

AAT is a worldwide provider of precision investment castings for the power generation 

and transportation industries with branches in Germany and the United States. Defendants 

Todaro, Chalder, and Tarby and their consulting company AET (collectively "Consultants") 

provided engineering services for senior management at AAT. Flowcastings is a company 

created by the individual Defendants and, according to Plaintiffs, is a direct competitor with 

AAT in manufacturing precision investment castings. Defendant Abbasi had no direct 

relationship with AAT as an employee or consultant but allegedly conspired with other 

Defendants to divert investors from AAT and now serves as the President of Flowcastings. The 

remaining Defendants, including Byrd, Konrad, Flutto, Korb, and Leonhardt, were former 

employees and senior personnel of AAT. 

Originally backed by Mission Point Capital Partners ("MP"), AAT was a start-up in 

2007. Defendant Byrd and Ramsey Ravenel were Managing Directors of MP at that time, and 

Byrd had intimate knowledge ofAAT's day-to-day operations and prospects. In 2009, AAT was 

sold to Aurum Mercator Partners. Following the change in ownership, Byrd was initially asked 

to acquire a team and build AAT's business. Byrd recommended Defendant Todaro and his 

team (Chalder, Tarby, and AET) join AAT, and the shareholders began contracting with senior 

management to stafIthe company. By July of2010, AAT's management team included Byrd as 

2 


Case 1:11-cv-09505-ALC-DCF   Document 64    Filed 01/30/13   Page 2 of 16



Chief Executive Officer, Todaro as Chief Technical Officer, Flutto as Chief Financial Officer, 

and Konrad as Product Engineer Manager. Under this leadership, AAT began exploring 

expansion of its facilities and partnering with prospective clientele to facilitate entry into the 

Directionally Solidified/Single Crystal ("DS/SX") parts market. 

Before AAT could undertake any expansion, it had to raise capital. Byrd reached out to 

Ramsey Ravenel, who represented the interests of Jeremy Grantham, through the investment 

vehicle Eastern Sun Capital Partners. Byrd and Flutto continued to work with Ravenel and 

Eastern Sun in hopes of securing a six million euro investment in AA T during early 2011. On 

February 21, 2011, Ravenel emailed Byrd indicating that Eastern Sun was moving forward with 

investing in AA T, and on February 28, 2011, Ravenel sent a Term Sheet to AAT outlining the 

details of the investment. The investment from Eastern Sun was never received by AA T. 

A. Defendants' Alleged Plan to Purge AATofConfidential Information and Form a New 
Company to Compete with AAT 

AAT alleges that at some point in the first quarter of2011, Defendants Byrd and Flutto 

"developed and began to execute a scheme whereby they would form a venture to compete with 

Plaintiffs, [by] using Plaintiffs' technology and resources [and] ... misappropriating Plaintiffs' 

proprietary technology." (Compi. ~ 27.) Plaintiffs further allege Byrd and Flutto abandoned their 

positions as CEO and CFO, respectively, in March of2011, at which time they diverted Eastern 

Sun's investment away from AAT to Flowcastings. After Flutto and Byrd left their positions by 

allegedly creating a false liquidity crisis, they began recruiting AA T employees for Flowcastings 

during the first and second quarters of 20 11. Flutto and Byrd directed certain Defendants "to 

access and download ... proprietary and trade secret information relating to its business and its 

clients" when they were still at AA T. (Id. ~ 39.) They similarly instructed other Defendants to 

3 


Case 1:11-cv-09505-ALC-DCF   Document 64    Filed 01/30/13   Page 3 of 16



sabotage client relationships and destroy testing results and computer files before leaving their 

positions at AAT. Plaintiffs also allege Defendants Byrd and Flutto falsified an amendment to 

their employment contracts, resulting in severance windfalls upon their termination. 

In addition to Byrd and Flutto, Todaro was part of the conspiracy by March of2011 when 

he sent a secret letter of resignation to Byrd, according to Plaintiffs. Despite the resignation 

letter, Todaro remained employed by AAT, "so that he could continue to collect compensation 

from Plaintiff while covertly working for the benefit of Flowcastings." (Id. ~ 42.) Todaro and 

other Defendants began using AAT's facilities and materials to test DS/SX casting molds for 

Flowcastings. Before leaving AAT in June of2011, Plaintiffs allege Todaro deleted all his 

emails containing valuable proprietary information from the company server. 

With respect to Defendants Konrad and Leonhardt, Plaintiffs claim "Konrad, at the 

direction of Byrd and Flutto, requested an extra month of employment ... [to] copy onto 

external hard drives and remove Plaintiffs' highly valuable and sensitive electronic data" which 

was then sent to Flowcastings. iliL. ~ 53.) "Much like Defendant Todaro, Leonhardt also 

destroyed vital proprietary and trade secret information and ... deleted and deliberately 

sabotaged AAT Germany's vital research, files and quality control results." (Id. ~ 56.) 

Specifically, Plaintiffs' believe Leonhardt loaded an erasure program onto his laptop, completely 

destroying the contents thereof, before returning it to AAT. 

B. The Settlement Agreement and Prior Action 

On September 2, 2011, AA T entered into a Settlement Agreement with Todaro, on behalf 

of the Consultants, and Byrd. In the Settlement Agreement, the parties agreed to release each 

other from "any and all claims, liabilities, obligations, both known and unknown, that arise out 
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of or in any way are related to events, acts, conduct, or omissions occurring at any time prior to 

and including the Agreement Date." (Susser Decl., Ex. A, Dkt. No. 32-1.) The Settlement 

Agreement also included a covenant not to sue and provided that any dispute concerning the 

Settlement Agreement would be resolved by binding arbitration in accordance with the laws of 

New York. (Id.) 

In October of2011, AAT's Director Seth Armstrong was inadvertently copied on an 

email from an alloy supplier to Flutto, regarding alloy for Flowcastings. Attached to the email 

was a PowerPoint presentation that included Flowcastings's management team all former 

members of AAT's senior management. Plaintiffs allege the technology discussed in the 

PowerPoint presentation is virtually identical to AAT's confidential and proprietary technology 

technology to which the former AAT employees had unfettered and unlimited access. 

Three weeks after receiving that email, Plaintiffs filed suit against these same Defendants 

in the Northern District of Illinois. Plaintiffs alleged violations of the Computer Fraud and 

Abuse Act, the Illinois Trade Secret Act, conversion, and tortious interference with prospective 

economic advantage. Defendants filed a Motion to Dismiss pursuant to Fed. R. Civ. P. 12(b)(2) 

and 12(b)(6), principally arguing: (1) the Court lacked personal jurisdiction over Defendants, and 

(2) the Settlement Agreement between the parties prevented Plaintiffs from seeking judicial 

relief. The Honorable Robert M. Dow issued a Memorandum and Order on November 30,2011, 

denying Plaintiffs' Motion for a Temporary Restraining Order and granting dismissal for lack of 

personal jurisdiction. (Id. at Ex. C, Dkt. No. 32-3.) 

Defendants make the instant motion before the Court, seeking dismissal of this case on 

several grounds, such as: (1) the Settlement Agreement signed by AAT contains an arbitration 

clause as well as a general release and covenant not sue which bars Plaintiffs' claims; (2) 
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Defendants can compel arbitration, including arbitration for non-signatories, under an estoppel 

theory because the current claims are inextricably entwined with the events covered by the 

Settlement Agreement; (3) the Court lacks personal jurisdiction over Defendants Abbasi and 

Flowcastings if they are not covered by the Settlement Agreement; (4) the Court lacks subject 

matter jurisdiction because Plaintiffs have failed to state a claim under their federal cause of 

action, with the remaining claims brought under state law; and (5) this action should be stayed 

pending arbitration. 

III. Discussion 

A. Subject Matter Jurisdiction 

The Court examines whether it has subject matter jurisdiction as a threshold inquiry since 

the existence of subject matter jurisdiction invokes the Court's constitutional or statutory 

authority to adjudicate the claims before it. Sinochem Int'! Co. Ltd. v. Malaysia Int'! Shipping 

Corp., 549 U.S. 422, 431 (2007); Makarova v. United States, 201 F.3d 110,113 (2d Cir. 2000). 

i. Standard ofReview for Rule J2(b)(J) Motion to Dismiss 

"[I]t is the burden of the party who seeks the exercise of jurisdiction in his favor, clearly 

to allege facts demonstrating that he is a proper party to invoke judicial resolution of the 

dispute." Bd. of Educ. ofMt. Sinai Union Free Sch. Dist. v. N.Y. State Teachers Ret. Sys., 60 

F.3d 106, 109 (2d Cir. 1995) (quoting FWIPBS, Inc. v. City of Dallas, 493 U.S. 215,231 

(1990». "[W]e must accept as true all material factual allegations in the complaint, but we are 

not to draw inferences from the complaint favorable to plaintiffs." 1.S. ex reI. N.S. v. Attica Cent. 

Sch., 386 F.3d 107, 110 (2d Cir. 2004). Rather, Plaintiffs must prove subject matter jurisdiction 

exists by a preponderance of the evidence. Makarova, 201 F.3d at 113. 
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11. Subject Matter Jurisdiction Pursuant to Section 1331 

Plaintiffs invoke the jurisdiction of this Court pursuant to 28 U.S.C. § 1331, granting 

federal courts jurisdiction over civil actions arising under the laws of the United States. l 

Plaintiffs assert Defendants' alleged violations of the Computer Fraud and Abuse Act ("CFAA"), 

18 U.S.C. § 1030 (2009), present a federal question conferring subject matter jurisdiction. 

In federal question cases such as this one, where a single federal claim provides the 

jurisdictional hook to bring the case in federal court, there is often confusion between whether 

jurisdiction exists and whether the Complaint states a valid cause of action. The Second Circuit 

has provided guidance on this issue, stating "in order to sustain federal jurisdiction, the 

complaint must allege a claim that arises under the Constitution or laws of the United States and 

that is neither made solely for the purpose ofobtaining jurisdiction nor wholly insubstantial and 

frivolous." Carlson v. Principal Fin. Group, 320 F.3d 301,306 (2d Cir. 2003). "[W]e ask only 

whether on-its-face the complaint is drawn so as to seek recovery under federal law or the 

Constitution. If so, then we assume or find a sufficient basis for jurisdiction, and reserve further 

scrutiny for an inquiry on the merits." Nowak v. Ironworkers Local 6 Pension Fund, 81 F.3d 

1182, 1188-89 (2d Cir. 1996). 

Here, Plaintiffs allege Defendants violated the CF AA by taking AA T's confidential and 

proprietary information for the benefit of Flowcastings and deleting information and data from 

AAT's computers and systems to cripple it as a competitor. The CFAA claim is not "so 

insubstantial, implausible, or otherwise completely devoid of merit as not to involve a federal 

I Paragraph 19 of the Complaint reads, "This Court has jurisdiction over the subject matter and parties to this action 
pursuant to 28 U.S.C. § 1332(a). This Complaint alleges violations of the Computer Fraud and Abuse Act, 18 U.S.C. 
§ 1030, and thus presents a federal question, over which this Court has jurisdiction pursuant to 28 U.S.C. § 1331." 
The Court assumes the reference to § 1332(a) in the first sentence is an error in the Complaint. 
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controversy." IUE AFL-CIO Pension Fund v. Hemnann, 9 F.3d 1049, 1056 (2d Cir. 1993). 

Therefore, the Complaint adequately pleads a federal claim for the purposes ofconferring subject 

matter jurisdiction over this case, and the CFAA claim will be reviewed under Rule 12(b)(6). 

B. Review o/the CFAA Claim under Rule 12(b)(6) 

i. Standard ofReviewfor Rule 12(b)(6) Motion to Dismiss 

When deciding a motion to dismiss for failure to state a claim pursuant to Rule 12(b)(6), 

the Court must accept as true all well-pled facts alleged in the Complaint and must draw all 

reasonable inferences in Plaintiffs' favor. McCarthy v. Dun & Bradstreet Corp., 482 F.3d 184, 

191 (2d Cir. 2007). However, "the tenet that a court must accept as true all of the allegations 

contained in a complaint is inapplicable to legal conclusions." Ashcroft v. Iqbal, 556 U.S. 662, 

678 (2009). Claims should be dismissed when a Plaintiff has not pled enough facts that 

"plausibly give rise to an entitlement for relief." Id. at 679. A claim is facially plausible "when 

the plaintiff pleads factual content that allows the court to draw the reasonable inference that the 

defendant is liable for the misconduct alleged." Id. at 678. If the non-moving party has "not 

nudged [its] claims across the line from conceivable to plausible, [its] complaint must be 

dismissed." Bell Atl. Corp. v. Twombly, 550 U.S. 544, 570 (2007). 

ii. Merits ofthe CFAA Claim 

The CF AA, while primarily a criminal anti-hacking statute, also provides a civil cause of 

action for specified computer crimes. See 18 U.S.C. § 1030(g) ("Any person who suffers damage 

or loss by reason of a violation of this section may maintain a civil action against the violator to 

obtain compensatory damages ...."). Plaintiffs argue Defendants violated the CFAA when: (1) 

Todaro, Chalder, and Tarby continued to access AAT's computers to obtain information for 
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Flowcastings after they secretly resigned through Todaro's letter to his co-conspirator, Byrd, on 

March 8, 2011; (2) Byrd directed moles still at AAT after his departure to pilfer AAT's data; (3) 

Todaro wrongfully deleted emails from his account and the AAT email server; and (4) Leonhardt 

used an erasure program to wipe the contents of his AAT laptop. 

The provisions under which Plaintiffs seek to state a claim include Sections (a)(2)(C), 

(a)(4), (a)(5)(A), and (a)(5)(C) of the CFAA.2 Those sections read as follows: 

(a) Whoever

(2) intentionally accesses a computer without authorization or exceeds 
authorized access, and thereby obtains

(C) information from any protected computer; 

(4) knowingly and with intent to defraud, accesses a protected computer 
without authorization, or exceeds authorized access, and by means of such 
conduct furthers the intended fraud and obtains anything of value, unless 
the object of the fraud and the thing obtained consists only of the use of 
the computer and the value of such use is not more than $5,000 in any 1
year period; 
(5) 

(A) knowingly causes the transmission of a program, information, 
code, or command, and as a result of such conduct, intentionally 
causes damage without authorization, to a protected computer; 

(C) intentionally accesses a protected computer without 
authorization, and as a result of such conduct, causes damage and 
loss. 

18 U.S.c. § 1030(a). 

The allegations in this case require the Court to determine the meaning of "accesses a 

computer without authorization" under the statute. Taking all of Plaintiffs' factual allegations as 

2 The CF AA was amended in 2008. The Complaint cites to sections of the CF AA prior to the 2008 Amendments. 
The Court cites to the current version of the CFAA in this Order. Therefore, Section (a)(5)(A)(i), as labeled in the 
Complaint, is cited as Section (a)(5XA) and Section (a)(5)(A)(iii) is cited as Section (a)(5)(C). 
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true, the pivotal inquiry is whether Todaro, Chalder, Tarby, Konrad, and/or Leonhardt were 

accessing or transmitting programs to their AAT computers without authorization as defined by 

Sections (a)(2)(C), (a)(4), (a)(5)(A) and (a)(5)(C). There is no analysis in this decision of 

whether Defendants "exceeded authorized access", even though the CFAA recognizes exceeding 

authorized access as an alternative to accessing a computer without authorization, because there 

are no allegations that AAT gave any of the Defendants something short of unlimited and 

unfettered access to its systems. 

Nowhere in the Complaint, or the First or Second Proposed Amended Complaint, do 

Plaintiffs claim AAT expressly revoked Defendants' permission to use its computers, files, and 

systems. Rather, Plaintiffs invite the Court to find Defendants' use of AAT's computers after 

their secret resignations constituted unauthorized access because, in reality, they were no longer 

employees, even though AAT did not know about the resignations and had not terminated their 

access to its systems. Plaintiffs also argue that through Konrad's misappropriation of AAT's 

confidential information, he accessed AAT files without authorization because AAT clearly 

would not have allowed him to retrieve its confidential information for the purposes for which he 

ultimately used it. 

The Second Circuit has yet to provide guidance on how "unauthorized access" should be 

interpreted under the CFAA in situations where an employee, who is given access by an 

employer to its computers, misuses or misappropriates the employer's confidential information. 

Other circuits around the country have split on this question, as have other courts within our 

district. In Major, Lindsey & Africa v. Mahn, Judge McMahon summarizes the expansive view 

of unauthorized access adopted by different courts, 
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The First and Seventh Circuits . . . have concluded that the CF AA applies . . . 
because an employee's "authorization" to access her employer's protected 
computer and the information contained therein is effectively terminated once the 
employee acquires interests adverse to her employer or is "otherwise guilty of a 
serious breach of loyalty to the principal." Int'l Airport Ctrs. v. Citrin 440 F.3d 
418,421 (7th Cir.2006); EF Cultural Travel BV v. Explorica, Inc .. 274 F.3d 577, 
582-84 (Ist Cir.2001).... Put simply, these courts take the position that a 
faithless employee - someone who accesses a computer for the purpose of 
stealing information with the intention of using it for her own purposes rather than 
the employer's accessed the computer without authorization or exceeded 
authorized access. 

Major, Lindsey & Africa, LLC v. Mahn, No. 10 Civ. 4239 (CM), 2010 WL 3959609, at *5 

(S.D.N.Y. Sept. 7, 2010); see also United States v. John, 597 F.3d 263,271 (5th Cir. 2010) 

(concluding "'authorization' may encompass limits placed on the use of information obtained by 

permitted access to a computer system and data available on that system ... at least when the 

user knows or reasonably should know that he or she is not authorized to access a computer and 

information obtainable from that access in furtherance of or to perpetrate a crime."). At least two 

courts in our district have reached a similar conclusion. See Mktg. Tech. Solutions, Inc. v. 

Medizine LLC, No. 09 Civ. 8122 (LLM), 2010 WL 2034404, at *7 (S.D.N.Y. May 18,2010) 

(holding an employee exceeded his authorized use by transferring trade secrets of his employer 

to a competitor); Calyon v. Mizuho Sec. USA, Inc., No. 07 Civ. 2241 (RO), 2007 WL 2618658, 

at * 1 (S.D.N.Y. Sept. 5,2007) (finding '''without access' ... would include an employee who is 

accessing documents on a computer system which that employee had to know was in 

contravention of the wishes and interests of his employer"). 

There are several cases from our district and the Eastern District ofNew York, however, 

rejecting this broad interpretation of the CFAA. See United States v. Aleynikov, 737 F. Supp. 2d 

173, 192 (S.D.N.Y. 2010) (finding there was no violation of the CFAA when the Defendant, who 

had authorization to access the system, misappropriated the information); Univ. Sports Publ'ns 
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Co. v. Playmakers Media Co., 725 F. Supp. 2d 378, 384 (S.D.N.Y. 2010) (rejecting the argument 

that the Defendant, who had authorized access, violated the CF AA by misappropriating 

confidential information from the database); Orbit One Commc'ns, Inc. v. Numerex Corp., 692 

F. Supp. 2d 373, 385 (S.D.N.Y. 2010) ("The plain language of the CF AA supports a narrow 

reading. The CF AA expressly prohibits improper' access' of computer information. It does not 

prohibit misuse or misappropriation."); Jet One Group, Inc. v. Halcyon Jet Holdings, Inc., No. 08 

Civ. 3980 (JS), 2009 WL 2524864, at *5 (E.D.N.Y. Aug. 14,2009) (agreeing with the narrow 

view that to read "'access without authorization' or 'exceeds authorized access' as prohibiting 

'misuse' or 'misappropriation' would grossly expand the statute's reach."); Mahn, 2010 WL 

3959609, at *5 (finding there was no CFAA violation when an employee accessed her 

employer's database, which she was authorized to do, and then misused the data she gathered); 

see also LVRC Holdings LLC v. Brekka, 581 F.3d 1127, 1133 (9th Cir. 2009) ("No language in 

the CF AA supports LVRC's argument that authorization to use a computer ceases when an 

employee resolves to use the computer contrary to the employer's interest."). 

The cases supporting a narrow reading of the CF AA and the reasoning in Aleynikov are 

persuasive to this Court. Judge Cote begins her analysis by relying on the Second Circuit's 

decision in United States v. Morris and the ordinary meaning of"authorization" to find "a person 

who 'accesses a computer without authorization' does so without any permission ...." 

Aleynikov, 737 F. Supp. 2d at 191. She then explains how this interpretation "comports not only 

with the plain meaning of the statutory text, but also with the overall structure and purpose of the 

CF AA." Id. at 192; see also Orbit One, 692 F. Supp. 2d at 385-86 ("Moreover, the statute as a 

whole indicates Congress's intent to prohibit access ofa computer without authorization, not an 

employee's misuse of information that he or she was entitled to access or obtain .... The 
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damages definitions are consistent with the CF AA' s prohibition of computer hacking, which 

compromises the integrity and availability of data ...."). Interpreting the CF AA as primarily 

directed at access rather than misuse is also consistent with the legislative history. Aleynikov, 

737 F. Supp. 2d at 192; Shamrock Foods Co. v. Gast, 535 F. Supp. 2d 962, 966 (D. Ariz. 2008) 

("[T]he legislative history confirms that the CF AA was intended to prohibit electronic 

trespassing, not the subsequent use or misuse of information. "). Several courts have noted since 

the CF AA is mainly a criminal statute, the rule of lenity requires it to be read narrowly and any 

ambiguity should be resolved in Defendants' favor. Univ. Sports Publ'ns Co., 725 F. Supp. 2d at 

384 (citing Orbit One, 692 F. Supp. 2d at 386). 

This Court declines the opportunity to expand the CF AA to include situations where an 

employee takes confidential information, using authorization given to him and controlled by his 

employer, for the reasons set forth in Aleynikov and the cases following a narrow interpretation 

of the statute. See id. ("Put simply, this other line of cases [interpreting the CF AA broadly] 

identifies no statutory language that supports interpreting the CF AA to reach mere misuse or 

misappropriation of information, let alone language strong enough to justify that interpretation 

where the rule of lenity counsels a narrow reading."). In this case, because there is no allegation 

that AAT revoked Defendants' unlimited access to its system, Plaintiffs cannot state a cognizable 

claim under the CF AA. 

Plaintiffs offer a second argument in support of their CFAA claim, mainly that Todaro's 

deletion of emails from the AAT server and Leonhardt's upload of an erasure program onto his 

AAT laptop are CFAA violations under Section (a)(5)(A). To support their argument, Plaintiffs 

rely heavily on a decision from this district. In Dedalus Found. v. Banach, the court concluded 

that allegations of data removal and destruction state a claim under Section (a)(5)(A). Dedalus 
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Found. v. Banach, No. 09 Civ. 2842 (LAP), 2009 WL 3398595, at *3-4 (S.D.N.Y. Oct. 16, 

2009). Drawing primarily from Citrin, Chief Judge Preska noted, "In order actually to erase and 

destroy data, Banach must have transmitted a program or command, either through the physical 

insertion of a disc or the downloading ofa program from the Internet. ... Therefore, Dedalus has 

plausibly stated a claim under § 1030(a)(5)(A)" rd. at *4. 

The Dedalus decision, however, was focused on whether loading an erasure program onto 

a computer constituted a "transmission" within the meaning of Section (a)(5)(A). Id. at *3-4. 

There was no dispute that Banach was not permitted to use Dedalus's computers before she 

installed the program wiping the contents of the hard drives. See id. at * 1 ("Dedalus terminated 

Banach's employment in 2008 and informed her that she was no longer authorized to use the 

computers.... Banach nevertheless intentionally removed all data on the hard drives before 

returning the computers ...."). Based on these facts, the court did not address the "without 

authorization" element of Section (a)(5)(A) in its opinion. 

Like Plaintiffs' first argument, there are no allegations that Todaro and Leonhardt deleted 

data or emails from their computers after AA T terminated their authorization to use its systems 

and equipment. In that respect, the instant case is plainly distinguishable from Dedalus. The 

language of Section (a)(5)(A) requires the alleged conduct in this instance, the transmission of 

a program, information, code, or command - must be done "without authorization".3 Again, 

Plaintiffs offer no facts to satisfy this requirement. The Court finds Plaintiffs' reliance on 

Dedalus is misplaced because AAT has failed to allege Defendants transmitted a program 

3 In Section (a)(5){A), the phrase "without authorization" is interpreted to modify the conduct of "knowingly causes 
the transmission" because it would be illogical for "without authorization" to modify "intentionally causes damage". 
The word "damage" presupposes the conduct causing damage was not authorized. 
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deleting confidential infonnation from AAT's computers "without authorization" as required by 

the statute. Accordingly, Plaintiffs' CF AA claim is DIMISSED. 

Notably, Plaintiffs may still have remedies available to them under state and common 

law. See Mahn, 2010 WL 3959609, at *5 ("Dismissal of this claim will work no prejudice to 

MLA. It can obtain ... [relief] against any misappropriation or misuse of its data by a faithless 

fonner employee ... relying on its claims under state/common law. "). The Court will not 

address the remaining arguments of the parties or the outstanding Motion for Leave to File First 

Amended Complaint in light of its ruling on the CF AA claim. 

ii. State Law Claims 

Having dismissed all claims over which it had original jurisdiction, the Court will not 

exercise supplemental jurisdiction over the remaining state law claims at this early stage in the 

litigation. See 28 U.S.C. § 1367(c)(3) ("The district courts may decline to exercise supplemental 

jurisdiction over a claim ... [if] the district court has dismissed all claims over which it has 

original jurisdiction."); Purgess v. Sharrock, 33 F.3d 134, 138 (2d Cir. 1994) ("[T]he exercise of 

supplemental jurisdiction is left to the discretion of the district court ...."); Civic Ctr. Motors, 

Ltd. v. Mason S1. Imp. Cars, Ltd., 387 F. Supp. 2d 378, 382 (S.D.N.Y. 2005). Therefore, all 

state law claims in this action are DISMISSED without prejudice. 
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IV. Conclusion 

For the reasons discussed above, Defendants' Motion to Dismiss is GRANTED and the 

Complaint is DISMISSED in its entirety. The Clerk of Court is respectfully directed to close 

this case and to enter judgment consistent with this Order. 

SO ORDERED. 

Dated: 	 New York, New York 
January a0 , 2013 

ANDREW L. CARTER, JR. 

United States District Judge 
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