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The Honorable Victoria A. Espinel 
United States Intellectual Property Enforcement Coordinator 
Office of Management and Budget 
Executive Office of the President 
The White House 
Washington, DC  20500 
  

Re: Response to Request for Public Comments for Trade Secret Theft Strategy 
Legislative Review (78 Fed. Reg. 16875, March 19, 2013) 

 Docket number IPEC-2013-0002  
 
Dear Ms. Espinel: 
 

Thank you for the opportunity to provide input on the Trade Secret Theft Strategy 
Legislative Review, as published in the Federal Register (the “Notice”).  I am writing in my 
individual capacity, and not on behalf of any organization.  However, I have provided a brief 
summary of my qualifications below in the event that it would be relevant to your consideration 
of the input. 
 

I understand that the Administration’s goal is to stem the rising tide of economic 
espionage and foreign (and presumably domestic) trade secret misappropriation.  Further, I 
understand that the Administration intends, among other things, to evaluate legislative solutions 
and to support industry-led efforts to develop and share best practices for the protection of trade 
secrets.  That is the area of my input. 
 

From a legislative standpoint, the Administration, working with Congress, has two broad 
options:  (1) expand existing laws; or (2) replace the existing statutory framework.  While the 
second option may well be the preferred approach from a theoretical perspective, it is likely 
impossible from a practical perspective.  Recognizing the Administration’s other goal of working 
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with private industry, my suggestions relate to expanding existing laws with an eye toward 
private participation.   
 

There are two existing federal laws that serve as the primary tools for the enforcement of 
trade secrets rights:  (1) the Economic Espionage Act of 1996, 18 U.S.C. §§ 1831-39; and (2) the 
Computer Fraud and Abuse Act of 1984, 18 U.S.C. § 1030.  The Economic Espionage Act is 
primarily a criminal statute, although it provides for a civil cause of action by the United States 
Attorney General; it does not provide a private right of action.  The Computer Fraud and Abuse 
Act provides for criminal and private enforcement.  Both require modification to better serve the 
Administration’s goals.   
 

SUGGESTED AMENDMENTS TO THE ECONOMIC ESPIONAGE ACT 
 

As the Administration is well aware, the Economic Espionage Act (the “EEA”) was recently 
amended twice (first by the Theft of Trade Secrets Clarification Act of 2012 and then by the 
Foreign and Economic Espionage Penalty Enhancement Act of 2012).  But, more can be done.   

 
The Protecting American Trade Secrets and Innovation Act of 2012 (“PATSIA”) (S. 3389, 

112th Congress) sponsored by Senator Christopher Coons was a good start.  However, I suggest 
the following amendments: 
 

• Expand the scope of the EEA to cover misappropriation of all trade secrets used in 
interstate commerce or taken out of the country.  

 
These are two separate, but related, points.  
 
First, while the Theft of Trade Secrets Clarification Act of 2012 closes the loophole 
identified by U.S. v. Aleynikov, 676 F.3d 71 (2nd Cir. 2012), it does not expressly extend 
the EEA to the full scope permitted by the Commerce Clause.  Doing so will ensure that 
the EEA is available to prosecutors to the fullest extent permitted by the Constitution and 
thereby make the EEA a more versatile weapon in the fight against trade secret 
misappropriation.   

 
Second, this amendment would dovetail with one of the suggestions made by Peter Toren 
in his recent submission in connection with the Notice.  Specifically, that the EEA be 
amended to include a cause of action for misappropriation involving the transmission of 
trade secrets out of the country.  For the reasons articulated by Mr. Toren, I echo his 
suggestion in this regard.   
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• Create a private right of action under the EEA for misappropriation of trade secrets used 
in interstate commerce or taken out of the country.  

 
Trade secrets are the only intellectual property right not governed by a federal statute 
providing a private right of action.  The creation of such a right of action harmonizes all 
areas of federal law in this respect, and therefore is nothing extraordinary.   
 
Further, providing a private right of action serves two salutary and related purposes.  First, 
trade secrets law is state-specific and often varies significantly – even among the 47 
states (and the District of Columbia) that have adopted the Uniform Trade Secrets Act.  
Accordingly, a federal cause of action will provide a uniform body of law for a company 
to protect its trade secrets, regardless of where it happens to commence litigation.   
 
Second, the federal government could not possibly prosecute all of the trade secret 
misappropriation suffered by U.S.-based companies.  Permitting a private right of action 
will help to fill in the gaps necessarily left by the lack of prosecutorial manpower, while 
simultaneously providing an avenue to companies to protect their trade secrets using 
some of the same tools available to the government.   
 
It bears mention that the private right of action should not preempt state law causes of 
action.  First, because the private right of action can cover only trade secrets in interstate 
commerce, it would harm companies that may operate exclusively in one state in that 
they would be left without any meaningful protection for their trade secrets.  Second, 
each state has developed specific rules and procedures that should not be eviscerated 
without a corresponding need.  Here, there is no such need; the laws can coexist much in 
the way that state law trademark rights coexist with claims under the Lanham Act, 15 
U.S.C. 1051-1141.   
 
As a related matter, I understand that John Marsh has submitted comments in connection 
with the Notice suggesting the preclusion of motions to dismiss or transfer based on 
forum non convenience or similar principles.  I echo Mr. Marsh’s suggestion.  
 

• Establish concurrent jurisdiction in state courts over any EEA private right of action. 
 

Trade secrets litigation has grown year after year.  Permitting the state courts to absorb 
some of the civil cases under the EEA would relieve the federal courts of bearing the full 
burden of a new federal private right of action. 
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SUGGESTED AMENDMENTS TO THE COMPUTER FRAUD AND ACT 
 
 Neither the EEA nor state trade secrets laws provide a remedy for the attempted 
misappropriation of trade secrets, where the trade secret owner cannot establish that the ultimate 
target of the would-be misappropriator is in fact a trade secret.  The Computer Fraud and Abuse 
Act (the “CFAA”) fills in that hole insofar as it is directed toward the putative misappropriator’s 
conduct in accessing the employer’s computer, regardless of whether any data that may have 
been accessed is a trade secret.   
  

Relevant to the utility to the CFAA is the identity of the likely defendant in an action 
under the CFAA.  While much of the public discussion and debate in connection with trade 
secret misappropriation has been focused on the dramatic rise in trade secrets misappropriation, 
less attention has been focused on the means through which it is accomplished.  As this 
Administration has observed, there has been an increase in “efforts to steal trade secret 
information through the recruitment of current or former employees.”  See Administration 
Strategy on Mitigating the Theft of U.S. Trade Secrets (the “Strategy”) at 1.  Accordingly, the 
likely defendant is typically a former employee.   
 

This is the reason that the CFAA is of limited utility in the fight against trade secrets 
misappropriation.  Specifically, different federal courts interpret the scope of the CFAA 
differently; some courts have interpreted the CFAA to apply to former employees whose conduct 
would violate the Act, while other courts have interpreted the CFAA more narrowly, as not 
applicable to the conduct of employees.    

 
It is for this reason that I suggest that the CFAA be amended to make it clear that it 

applies to employees and former employees whose conduct would otherwise be governed by the 
Act.    
 

FINAL COMMENTS 
 

If there is any further information or assistance I can provide, I would be happy to do so.  
Please do not hesitate to contact me directly.   

 
Finally, for purposes of background regarding my understanding of and ability to speak 

to these issues, in addition to having practiced law in the area of trade secrets for almost twenty 
years, I am a Lecturer in Law at Boston University School of Law, teaching the course, Trade 
Secrets and Restrictive Covenants, which I created and have taught since 2010.  In addition, I 
serve in the following capacities at the following organizations:  Chair, Legislative 
Subcommittee of the Trade Secrets Committee of the American Intellectual Property Law 
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Association; Chair of the Trade Secret Committee of the Boston Patent Law Association; and 
Co-Chair of the Intellectual Property Section of the Boston Bar Association.  Finally, I am a 
frequent speaker and writer on the subject of trade secrets, including having authored the chapter, 
Trade Secret Misappropriation, for the book, Intellectual Property Practice (MCLE, Inc. 2004-
2011). 

 
Thank you for the opportunity to submit this input.  

 
       Respectfully submitted, 
 
 

 
Russell Beck 
	  


